MoV

MSDynamicsWorld

Blockchain Supply Chain
and Electronic Signature

Stefano Tempesta



Stefano Tempesta

@ @stefanotempesta

@ /in/stefanotempesta

.‘ Microsoft Microsoft
«# Regional Director Most Valuable
Professional




Centralized vs. Decentralized
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Blockchain for Enterprise

Blockchain 3.0

Blockchain 2.0 Confidential
Computing
. Smart
Blockchain 1.0 Contracts

Simple Ledgers



Confidential Computing

- Enclave: an isolated region of
memory

- Data stored inside the enclave
cannot be accessed from outside

« Code running inside enclave must
be signed and cannot be modified

« Secure isolation powered by

Hardware, e.g. Intel SGX
Hypervisor
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Enterprise Requirements for Blockchain

Connection with communication channels
J \ - Mobile apps, web, SMS, voice, bots, loT devices, ...

Sign and verify digital assets

* Proof of existence and authenticity, audit trail




Microsoft Azure O Search resources, services, and docs
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Supply Chain



SHARED LEDGER
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loT and Blockchain
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Share IoT data with blockchain networks

Share device data such as temperature, position and
shipping status as products move through the distributed
system. Real-time information can ensure that parties take

appropriate action as required.
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Create a secure, trusted network

Benefit from a tamper-resistant record of all transactions.

Take advantage of trusted IoT information to help ensure

partner cooperation and to meet compliance requirements.

Leverage "Blockchain for Things"

The "Blockchain for Things" links real-world IoT, asset and
environment insights for trusted verification and
compliance. It increases visibility, control and business

process automation.

Track transaction history

Use IoT and blockchain as a shared ledger to maintain an
accurate and indelible history of your products and

components.



Electronic Signature



Digital Asset Signature

Institfutes issue and
sign documents.

The asset’'s content
and metadata
hashes are stored on @

g
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The address of the
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authenticity token. ) \ 9

Token Smart t . Content Hash

Contract . Metadata
Address Hash



Azure Blockchain Integration
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Authenticates to AAD
Registered Application
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Returns Token
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Calls API
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Blockchain
Integration
Flow

Hash file content and
metadata.

Initialize the request.

Send the message to
Service Bus.

Messages in the bus
are retrieved by the
blockchain ledger.

When a file is created in a folder

Hash File Content
Hash Metadata
Initialize Requestld

Initialize ProcessDateTime
Initialize UserChainldentifier

Initialize File Registry Address

Send message




Blockchain Signature Verification

Verified
Institutes verify Certificate
documents by ® m Verifies |
comparing the hash 223
values stored on @ Refrieves (1)
blockchain with the certificate

newly calculated one.

l On-Chain
. . ) 0 Confent Hash

A change in a single bit @@ Metadata
of content or Hash
metadata generates a

completely different >

hash value. Q .
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In summary...
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@zure Blockchain “as a Service”/
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